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Growing Complexity of Automotive Controls
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Source of graphic: http://360.here.com/2013/11/28/putting-firmly-drivers-seat/ 2
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Growing Complexity of Automotive Controls

Battery Management

Stability Control Automatic Parking Infotainment
Emergency Braking _ _ _ Instrument Panel
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013
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Growing Complexity of Automotive Controls

Stability Control Automatic Parking Battery Management Infotainment
Emergency Braking . . .. . . .. . L Instrument Panel
- Airbag DC/DC Converter
Body Cot  Today cars GGG 100M 16 M Propulsion Motor Control
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Source:
https://interact.gsa.gov/sites/default/files/J3061%20JP%20presentation.pdf
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Problems with Traditional Development Process

Design Concept / Handwritten Code / ECU /

Most errors Testing finds Latent errors remain
introduced errors late in the software
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Cost of finding errors increases over time

N

Design Concept /\ Handwritten Code /\ ECU /

1 Integration test on
hardware or in the field
Testing Unit test on PC/Desktop

Develop some tests

D

Time
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Addressing Challenges with Model Based Design Verification
Workflow

1. Find defects earlier
2. Automate manual verification tasks

3. Learn about reference workflow that conforms to
safety standards
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Reference Verification and Validation Workflow
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Reference Verification and Validation Workflow

Certifiable Model-Based Design Workflow to develop critical embedded software
Reviewed and approved by TUV SUD certification authority
Detailed workflow documented in MathWorks IEC Certification Kit

Component and system Equivalence
testing testing
o S = — .
‘=—— ] -~~~ "— . ~~
-~ =SS Review and ——Sa ,¢’ ———— Equivalence N\\
’ ~ SO ’ s N i \
’ S static analysi VN / checking
V \ ysis 'X . . ¥ ¥ \‘ \
\ .
Model used for
Generated

Textual Executable - Object
Requirements » Specification ‘ PRCLEIDN CEE » code

C/C++ code

generation

Code
Generation

Compilation
and Linking

Modelling




Development Process and Workflow

Requirements for system
or software component

Textual

Requirements

4\ MathWorks
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Development Process and Workflow

Textual
Requirements

* Predict dynamic system behavior by simulation
- System & environment models
- Precision with floating point
» Use of simulation results for system design
- Fast What-/If studies
- Short iteration cycles

Executable
Specification

Modelling

4\ MathWorks

11



Development Process and Workflow

Executable
Specification

Modelling

» Model tuned for target processor

- Fixed point mathematics, real-time behavior
» Configure for production use

- Support for standards (e.g. MISRA)

Model used for
production code
generation

4\ MathWorks

12



Development Process and Workflow

4\ MathWorks'

« Automatically generated code for target processor
- Optimized, efficient C/C++ code

 Fine grain control of generated code
- Files, functions, data

Model used for
production code Generated
: C/C++ code
generation

Code
Generation

13



Development Process and Workflow

Object code linked with system
software and flashed to ECU

Generated
C/C++ code

Object
code

Compilation
and Linking

4\ MathWorks'

14



Verification and Validation
Tasks and Activities

4\ MathWorks

15
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Verification and Validation Tasks and Activities

= Find missing or incomplete requirements

Requirements Traceability

) : - & 1o
Text < Models Are requirements sufficiently specified”

= Identify requirements inconsistencies

TS ~ = Product: Simulink Requirements™

Model used for
production code
generation

Executable
Specification

Textual
Requirements

Modelling

* Customers with Simulink V&V licenses will automatically receive this product 16
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Simulink Requirements 201/

Requirements Manage and Analyze Requirements
Capture Requirements Traceability

» Author requirements in Simulink * Identify gaps in design or test

* Trace to design, code and test

* Drag and drop to create links * Respond to requirement * Understand impact to design
changes
R A z
#31: Increment mode s kA = ¢ Implemented by:
/" IMPLEMENTS

LF switch

/ Implemented: 16, Justified: 0, Total: 19 D
F Enumerated Constant
= = . .
opMode.Increment :fl_> __ Issue: Destination Changed. A 4 e .
\ Stored:  Revision: 15 { = « Verified by:
~ ~TA Actual: Revision: 18 {

= Cancel button 6'7

Clear Issue |

17



Requirements Perspective

Badges and
Markups on

ﬁ crs_controller * - Simulink

4\ MathWorks

canvas

Requirements
Browser ——|

— X
File Edit View Display Diagram Simulation Analysis Code Tools Help
r=| il | = » I 2 FIes
B-=o-8 @ BEe-E-2d®b = - | |lom @~ i~
crs_contraller X CruiseControlMode Property Inspector x
@® |[Pafers_controlier b ¥ | Requirement: #1
it | Details
Q l#1: Driver Switch Request Handling E e 7 =
P Handle switch operations by the driver to 2
& e determine the command for the cruise Custom 10: [+ |
= (control system to operate upon. Summary: | Driver Switch Request Handling |
E O y—+=ml = - Description  Rationale
enbl e
e oz vJw |8 7 u B |= = = =>»
O cnel /\\Ng.\“ = Handle switch operations by the driver to determine the
G r—sa W command for the cruise control system to operate upon. /
set reqD N
(G —#resums Koy -
resume
o] inc
e 5
@‘ dec reqDrv
DriverSwReques!
» — status (2 nm v
e —
. : - - Keywords: |
View: |Requirements > | | [51| 0| || |5 & | 6L | e Searth o
T £ = » Revision informationz
D Summar Implement Verified A
™ Links
_ R I W C—
. 1=] 22 #24 (Operation mode determination __ . M = DriverSwRequest Teslso o
Read View diagnostics ijo FixedStepDiscrete

Requirements
| Property Inspector

Requirements Perspective

18



Explore Requirements and View Status

View

Create and Open
Requirement P

Requirement Sets

Hierarchy
\ /

Add New
Requirements

Implementation Verification
Status Roll-up  Status Roll-up

&\ MathWorks

2017

Filter with
search

Requirements -\ors_controfer /
==y

View: | Requirem ! | [T B

_
'/,gmg@

g X

b |h| crs_req._fu nc_ﬁc'

3 E #1 Driver Switch Request Handiing
wiE 2 #19 Cruise Control Mode
> 1F] 21 #20 Disabie Cruise Control system
 |[S] 2.2 #24 Cperation mode determination
£
Ready View diagnostics 100

Implementation Status

- Implemented

Justified

D No Link

Verification Status

- Passed
- Failed

Unknown

D No Test

19
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View and Edit Requirement Details 201/

Property Inspector »

Requirement: #1

Index, Custom Details

ID & Summary \:"“E"’ 3 i
Custom ID: [ #1 |
Summary: | Driver Switch Reguest Handling |

. . Description Rationale
Description & /’ Tl Y

Rationale

Handle switch operations by the driver to determine the
command for the cruise control system to operate upon.

View and Edit _——

with Rich Text Keywords

————
Keywords: | —

» Revision information:
Revision —

* Links
Information

El 4= implemented by:
L DriverswRequest i=_j
El 4= verified by: Links Pane

= o

= priverswRequest Tests & “ Wlth test result

%% FixedStepDiscrete

20
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View Requirements and Design Together

2017

Link
Information

#1: Driver Switch Reguest Handling L,
Handle switch operations by the driver to Requirement
determine the command for the cruise

control system to operate upon.

Requirement
Badges indicate
blocks with links

 Identify missing
*r% traceability
~— « Communicate
3 requirement details
with model
status »(2 )

21
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Drag and Drop to Create Links and View R2017b
Requirements on Diagrams

@
£3
— 4
{ag
&
oR enb
enbl
® P encl
- cncl
. o »D)
> & (4) resume reqDry e v
Requirements - ars_controlier &
View: Requrements *+ % J H o 48 i | " _
i — o
= T eTT—— . on
(i Switch precedence 22
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Track Implementation and Verification

L
|5 Requirements Editor

&0 & e (@

File Edit Display Analysis Report Help

ESL =]

View: Requirements ~

Index
~ [& HLR_Modelo...
E1
vE2
=21
~+EB3
=31

Summary

Modes of Operation
Establish Communications
Crashed or landed time

Initialization
Turn off motors

Implemented Verified

B4

Calibrate the Sensors

E.5

=8

vE9

=9.1
E 10

Ready for Flight
Track Altitude

Trac
Land
Landing condition
Crash

Implemented by

€
a
5o
ERA
ga"
oo
ﬂ;'
o &
o o
=
@

~ Properties
Index: 4
Custom 1D [#7

Summary: |CaEibrate the Sensors

Description  Rationale
Aral v v r v @A

The Calibrate Sensors mode shall be
Initialization mode or the Ready f
commanded by the ground st;
quadcopter shall calibrate
Sensors.

Keywords: \

» Revision information:

~ Links

El ¢= Implemented by:

[ Calibration
El ¢ Verified by:

[ testCalibrationl IghtOn @
[ testCalibrationLightoff &

220171

& Verified by:

+ Implemented by:

-

* L calibration

4\ Test Manager [il:ll-ll_ll:lhtﬂn D
foH 0L ionLightOff =

| ‘ ~un HectGraenPixels

Results and Arifacts

FlE

~ | Noise reduction unit tests 2
ise reduction test 1 o
reduction test 2 o

ixel detection tests 2@
=en pixcel identification @
& 21 Thrachnld tactd

‘ Test results
23



Import External Requirements

we

=3~ - FUNCTIONAL-REQUIREMENTS!

~ "3.1- ENABLING CRUISE-CONTROLY|

Crui Jis-enabledwhen-the-followl dit

. - 100km/h). 9
+ = KeypositionisON.1
i « = Shift-positionis Drive.§

PR isp hil i 1 i ledq

.

Dashboard-imaget

* 3.2+ DISABLING CRUISECONTROLY
¢ garemet:

+ «  Keypositionisotherthan-ON.fl

+ +  Whenthecruise-controlsystemis started 4

DR tivated,§
Shift-position-is-not-Drive

B

Dashboardimageq

Page2ol8 1287wocds (B 89 il - ' +

External Requirements
 Word

« Excel

« DOORS

Import as reference
for modification

(5 Requirement
File Edit  Disy
&5d

View: |Requiremy

nalysis  Report  Help

Index D Summary
v [ s reqr
v = References to
B 1a Overview Overview
v @2 System overview System overview
@ 121 Systeminputs System inputs
3 122 Cruise control mode indic... Cruise control mode indic.
[# 123 cruise control modes Cruise control modes:
v 3 Functional Requirements  Functional Requirements
[# 131 Enabling crise control  Enabling cruise control
@ 132 Disabling cruiss contral  Disabling cruise control
@ 133 Activating cruise control  Activating cruise control
[# 134 Deadtivating cruise control - Deactivating cruise control
@ 135 Target Speed Increment  Target Speed Increment
[EREY Target spesd decrement  Target speed decrement
[ 137 Successive Target Speed . Successive Target Speed
@ 138 Successive Target Speed .. Successive Target Speed
@ 139 Adjusting Target Speed . Adjusting Target Speed
& 1310 Resuming cruise control  Resumi ise control

[# 1341 Throtle value caleulation  Throl
@ 1312 cruise control SET
@ 14 Interface specification Interface specification

value calcuiation

ndica... Cruise Control SET Indica

[%] crs_req_func_spec

- o >

¥ Properties

Indes: 131

Custom ID; Enabling cruise control
Summary: Enabling cruise control

Description  Rationale

3.1 ENABLING CRUISE CONTROL
Cruise control is enabled when the following conditions are met:

+  Vehicle speed is within the target speed range (40km/h - 100km/k)
. Key position is ON.
. Gear position is Drive,
. Cruise buttan is pushed while the cruise control mode is disabled
Dashboard image

Keywords:
» Revision information:
Show in document
» Links
¥ Comments

Add Comment.

No comments

&\ MathWorks

2017

Access external requirements

or without leaving Simulink

Navigate back to source document
Update synchronizes external
document changes

24
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Identify and Respond to Changing Requirements

Requirements
with changes are
highlighted

S e UISGONTIGLT ST 5
3.3_Activatingcruisecon A... L.
3.4_Deactivatingcruisec ... Derives
3.5_TargetSpeedIncreme... Derives
3.5_TargetSpeedIncreme... Derives
3.6_Targetspeeddecreme... Derives
3.6_Targetspeeddecreme... Derives
3.7_SuccessiveTargetSpe... Derives
3.7_SuccessiveTargetSpe... Derives
3.8 _SuccessiveTargetSpe... Derives
3.8_SuccessiveTargetSpe... Derives
Changed Source: 0 / 68

#9 Enable Switch Detection

#7 Cancel Switch Detection

#8 Set Switch Detection

#8 Set Switch Detection

11 Increment Switch Detection

#12 Increment Short Switch Detection

#15 Decrement Switch Detection

#16 Decrement Short Switch Detection
#13 Increment Long Switch Detection

#14 Intermediate state

#17 Decrement Long Switch Detection
#18 Intermediate state

Changed Destination: 39 / 68

R2017b

change and clear issue

Keywords: [
» Revision information:

~ Change Information

Source: Revision: 1 (Time Stamp’ .s-May-2017 18:02:20)

Issue: Destination Changed.
Stored:
Actual:

Revision: 15 (Time Stamp: 20-May-2017 11:28:11)
Revision: 18 (Time Stamp: 20-May-2017 13:15:46)

Clear Issue

25
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Changes in R2017b aligning products to usage
R2017b

R201/a1 and earlier

Simulink V&V =

Simulink Requirements

Requirements Authoring,

Editing and Management (17b)

Requirements I
Traceability (RMI) I Simulink Coverage

Model & Code Coverage

Model & Code Coverage
s 2

Simulink Check
Standards/Guidelines Standards / Guidelines
Checking & Metrics I Checking & Metrics
A= 4

= New Simulink Requirements product includes RMI

= Model and Code Coverage move to Simulink Coverage

= Static checking, metrics, clone detection move to Simulink Check

= Customers with Simulink V&V licenses will receive all products automatically

3

26
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Verification and Validation Tasks and Activities

Check Conformance
to Standards

-~
[ A

Check design for various standards

— MAAB, ISO 26262, MISRA C:2012 ...

Ensure design consistency
— Between Teams, Suppliers, ...

Product: Simulink Check*

Executable
Specification

Model used for
production code
generation

Modelling

27
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Simulink Check R2017b

Standards & e , : :
Guidelines Checks Edit Time Checking Model Metrics Model Refactoring

- Automate compliance <Find and fix compliance < Analyze complexity, *Find clones and
to standards issues while you design size, reusability modeling patterns
» Customize checks * Avoid rework later * Assess design quality  *Refactor to improve

maintainability

(= Modeling Standards for DO-178C/D0-331

[ = Modeling Standards for EN 50128 R A e
= Modeling Standards for IEC 61508 R rEL e e . ELIN
= Modeling Standards for IEC 62304 T
= Modeling Standards for ISO 26262 ﬁ m
M & Modeling Standards for MAAB =
47.2% 70.5%
High Integrity
M1 1 x2 A4

28
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Example

B patternl mﬁl
File Edit View Simulation Format Tools Help
D EHE| R |4 |z r nfioo [Noma
&) lul
In1
e e
1_Out
In2
Threshold
Ready [100% = = loded5

|s there a potential error in this model? It depends...

29



Example
How about now?
W potnt e e
File Edit View Simulation Format Tools Help
D H&| iBR | &= 4 |5 » 50 [Noma

double

: ~— | boolean n

1_Out

Threshold  |ooutl

Ready [100%

lodedS /

When generating code:

* Floating-point precision
issues may lead to
incorrect comparison
results

N

 Ports do not follow
established naming
conventions

Is this a production

model?

* Implementation requires
a fixed-step, discrete
solver

@\ MathWorks

30
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Sim

ulink Check

= Automates checking of:

= Su

Guideline conformance
Readability
Performance

Efficiency

Potential errors

pports:
MAAB Guidelines
High Integrity Guidelines

Code Generation Guidelines

Custom standards creation
Standards:

ISO 26262, IEC 61508, MISRA C:2012,
CERT C, CWE, ISO/IEC TS 17961
DO-178/D0O-331, IEC 62304 , EN 50128

2017

& Model Adviser - vdp

File Edit Run Settings Highlighting Help

bR = e Jes

[®] = Model Referencing

[®] = Modeling Signals and Parameters using Buses

[ &= Modeling Single-Precision Systems

& Modeling Standards for DO-178C/D0O-331
@ ~Display model version information
@ High-Integrity Systems
@ Simulink

» M G Stateflow
[ Library Links
& Model Referencing

> & Requirements Consistency
@ Simulink Coder

= Modeling Standards for EN 50128

(2 Modeling Standards for [EC 61508

M = Modeling Standards for IEC 62304

= Modeling Standards for ISO 26262

= Modeling Standards for MAAB

= Modeling Standards for MISRA C:2012

<

> 2 Modeling Standards for Secure Coding (CERT C, CWE, ISO/IEC TS 17961)

= Regquirements Consistency Checking

v

g @ @

Modeling Standards for DO-178C/D0-331

Model Advisor
Analysis

Contains checks for safety critical or mission critical code ¢

Run Selected Checks'

] Show report after run
Report

Report: Generate Report... ...\report 358.html
Date/Time: 02-Aug-2017 21:59:24

Summary: @ Pass: 50 @ Fail: 0 & W
Tips

To process all enabled items in this folder and generate a v

SQelerterd Charke"
< >

Help

31



Waiting to Check Standards Leads to Rework

= Checks for standards and guidelines | <.
are often performed late

= Typically after design complete and
before code generation

DDDDDD

Standards 1
Checking J

= Results in finding many errors

= Leads to last minute rework

4@\ MathWorks

SSSSSS

32
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Fix Errors As You Go With Edit-Time Checking

System
T

= Violations are highlighted as you edit Senears

— Similar to grammar checking in text editor Edit-Time
Checking

= Quickly address compliance and
modeling standard issues

=  Avoid rework later to meet standards

33
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Find Compliance Issues as you Edit with Edit-Time Checking

PO E-SEOP » [

L' impaller torque
Ti
Ne > Ne - Ti
————» throttle =8 E3EEi > G
D — gear | g
Engine
' Nout e output torque X
1 engine RPM "
— — transmission Vehicle
Brake —
‘hrottle ——¢————P»
) - shiffogic vehicle
speed
vehicle mph
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|
How to measure MBD quality?

Direct measures Indirect measures
Number of blocks = Number of passed Model
Number of data objects Advisor checks
McCabe model complexity - Number of passed test cases
- Signal coupling = Model decision converage
Number of line crossings » Number of design errors

Number of requirements

35
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View Metrics with Metrics Dashboard

METRICS DASHBOARD (2]
HevMmReference... 21K 16 Models 0 maTLAB LOC 0 ] &
= / Inc. ision: 1. E
Created by: The MathWorks, Inc Revision: 1.395 Blocks 6 i How Loc & yuneiiietucn
Collected on: 7/28/2017,10:52:33 AM 1 Warnings iles tateflow
MODELING GUIDELINE COMPLIANCE ARCHITECTURE

47.2% ‘ 70.5% '\

High Integrity MAAB
3168
165
High Integrity MAAB

Model Advisor Check Issues

Code Analyzer Diagnostic
Warnings Wamings

Library Reuse

Model Complexity

Blocks

Stateflow LOC

MATLAB LOC

R2017b

Consolidated view of
metrics

« Size

» Compliance

« Complexity

Assess quality of the
model

|dentify where problem
areas may be

36



Explore Metric Details

HevMmReference...

Created by: The MathWorks Inc ~ Revision: 1 395
Collected on: 7/28/2017, 105233 AM 1 Wamings
L

MODELING GUIDELINE
JZD 70.5%
High Integrity MAAB
315
1165
High integriy o

Model Advisor Check Issues.

0 0

16 Models
21K
Hlocks 16 Files
-
ARCHITECTURE

Library Reuse

Blocks

Stateflow LOC .

0 MATLAB LOC

18 Stateflow LOC

METRICS DASHEOARD

METRICS DASHBOARD

System [ & > &5

Open  Optons Non-Comple Al Metrcs | Dashboard
& R =
FiLe Ao | view

Simulink Clone Count
Number of Clones in a Model.

Component / Clone Patterns Path
HevMmReferenceAppiication
HevMmRefer

cAppiication/Passenger Car
oceAppiication/Passenger Car/Engine

» CiEngine

» SiMappecEngine

» CiMappedEngine
HevMmReferenceAppiication/..senger Car/Electic Plant
HevMmReferenceAppiication/.rain Conirol Module (PCM)
HevMmReferenceAppiication/._ gine Control Module (ECM)

HevMmReferenceApplication/Controllers

HevMmReferenceAppiication/... Car/Electric Plant/Motor
» GenDynamic

» CiEngineCore

» MotDynamic

» SiMappedEngine/Three-Way Catalyst

» SiEngine/Three-Way Catalyst

» SiEnginsConiroller

» SiEnginaCore

Clones

Code Analyzer Diagnofliic MATEABLOC
Warnings Warni
e
LR e e

» CiEngine
» SiEngineController

» SiEngine

» MotDynamic

» MotMapped

» BattHevMm

» HevMmReferenceApplication
» DrivetrainHevMm

» HevMmPowertrainController

% of checks pat

o & &

Open  Options Non-Compie AllMetrics D
& - Nisiccs

Fite o

un | view

Cyclomatic complexity
Metric that calculates the cyclomatic complexity for model, subsystems and charts

Type

SubSystem
SubSystem
SubSystem
Model

SubSystem
SubSystem
SubSystem
SubSystem
SubSystem
SubSystem
SubSystem
SubSystem
SubSystem

SubSystem

b
38.46
38.46
3654
36.54
3654
3462

Component

Longitudinal Driver
Emission Calculations
Performance Calculations
HevMmReferenceApplication
Engine Plant Input

Powertrain Control Module (PCM}
Drivetrain Output

Drivetrain Plant Input

Electric Plant

Generator

Motor

Contrallers

Electic Plant Output

Passenger Car

Guidelines

Path aty Model ~
Complexity

HevMmReferenceApplication/Longitudinal Driver 1 8
Iculat 1 4

i lculat 1 4

1 2

HevMmReferenceApplication/ . er Car'Engine Plant Input 1 0
HevMmReferenceApplication/ . rain Control Module (PCM) 1 0
HevMmReferenceApplication/ . ger Car/Drivetrain Output 1 0
1 0

HevMmReferenceApplication/ _ ar/Drivetrain Plant Input
HevMmReferenceApplication/ . senger =
HevMmReterenceApplication/ /Elect
HevMmReferenceApplication . Car/|
HevMmReferenceAppilcation/Controlie
HevMuReferenceApplication . Car/El

llevMmReferenceApplication/PassendBiR

Model
Complex

(incl.
Descendants)

@M

@

Open Conversion Tool |

Clones (incl. Descendants) +

Clones

° n

4\ MathWorks

Il down in dashboard
detailed metrics

cover errors earlier

37



Detecting Copy and Paste (Clone) Errors

4\ MathWorks:

= Copy and pasting model content is
common practice

— Results in subsystem and model clones

= Risks of cloned subsystems
— Bugs may propagate across design

— Difficult to find all occurrences to fix

— Code size may be increased

Copied
blocks

38



Clone Detection and Refactor

Identify modeling patterns and refactor
to simplify model

* Find duplicate model content in your design
for reuse

= Replace exact clones with library blocks to
improve reuse

* Find patterns stored in a library and link to
library

&\ MathWorks:

myPattern

[*allibrarypattern » [rajmyPattern

Outl

Gainl

Library
pattern

39
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Summary of experimental results with customer models

Customer projects tested

Projects that contained at least one subsystem
clone group

80%

Max number of clone groups in a given model

~2000

Largest number blocks in a single clone group

Largest reduction in generated lines of code in
one model

40
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Verification and Validation Tasks and Activities

Does design meet requirements?

Functional Testing

Confirm correct design behavior

Verify no unintended behavior

——___-—------__-
-y

S = Product: Simulink Test

Model used for
production code
generation

Executable
Specification

Textual
Requirements

Modelling

4



Functional Testing Process

= Author test-cases that are derived from requirements
— Use test harness to isolate component under test
— Test Sequence to create complex test scenarios

= Manage tests, execution, results
— Re-use tests for regression

— Automate in Continuous Integration
systems such as Jenkins

i

P

"

{
Test Harness |

TestHarness

L

™

Test Sequence ﬁ

AN

-

F

@\ MathWorks

\
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Verification and Validation Tasks and Activities

= Prove design meets requirements
Formal — Formally verify requirements and safety
Verification — Test case generation for functional testing

= Prove that the design is robust

— Check that the design does not contain errors
such as overflow, divide by zero, dead logic, ...

s = Product: Simulink Design Verifier

Model used for
production code
generation

Executable
Specification

Textual
Requirements

Modelling
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Verification Task

How much of software has been tested?

|dentify testing gaps to find

Coverage Analysis

— Untested design elements

— Dead logic and unreachable states

— ldentify missing or inconsistent requirements

Product: Simulink Coverage*™

N \
Model used for | Generated
production code
_ C/C++ code
generation

Code
Generation

* Customers with Simulink V&V licenses will automatically receive this product

@\ MathWorks
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Simulink Coverage 201/

Model Generated Code Highlighting and

Coverage Coverage Reporting

*Measure test completeness *Find untested generated code  «View coverage results on diagrams

*ldentify missing tests or *Map results from code to *Manage accumulated coverage
unintended functionality model object results

% @ Vb i . - 0
3 [ Code Coverage Report for shvdemo_counter » | + \BoaO
- ~ N { ) .
n————>— w e »( 3 ) lcov_output/sivnvdemo_counter/sivnvdemo_counter_slvny - | e ‘
= —
z . : oo
Tocked | ¥4 Coverage:sldemo_clutch — O X & Lviivdsno_cduntes U, Ioves) ;
- : I
oo looi block "Friction Mode Logic” — - = = X
Tin Il
; Decision 67% (8/12) Condition 100% (14/14) Decisions analyzed:
MCDC 100% (2/2)  Execution 100% (19/19) o ; — = ==
il ((sLvnvdena_countex_U.uppex >= rte_inpuch &4 reh_inpuscElower) 50% Rtaa
it = false s151 e
Yheais UnlockFlag =)
Tmaxs Break-Apart Flag true 0/51 =
) m —
" FrictionTorque ~ondi e
- Max Static Friction Mode Logic Rbcuiees! K Lockip Conditions analyzed: _
riction Tornie 2 o2 o
Description: True | False .
e intoner =les e | 501 | W ¥ —
T — st oo | —
p—
MC/DC analysis (combinations in parentheses did not occur)
- True False
decision outcomes: i
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Model Elements That Receive Coverage R2017b

Simulink models MATLAB function blocks Stateflow charts

1 Tfunction output = myFcn(input, sat enrable) '
(D » T 2 Efcodegen e
> 3
input sal_gnable
. 4 if (input<0 && sat enabla) I = x
o i - [mput <]
AND » 5 sutput = O; - 1
sat_enable idec 5 #hee p
= 7 output = input; ‘ cih
i} g o il [~sat_gnabis]
i F — Aset_anabie fnyFen | } |
Canstant
Switch
MATLAB Function

C/C++ code S-Functions Generated code

47 7

Decisions analvaed= rtb_inputGElower = (rtb_input >= slvnvdemo_counter U.lower);

11 see | 1 /* Switch: '<Root>/Switch' incorporates:
) * Inport: 'sRoot>/ upper'
) false 101/101 logic: 'sRootz/And’
- 53 * RelationalOperator: '<Rget>/upper GE input’
simple_sfun | e o101 | | = #
) 1 55 if (1{{slvnvdemo_counter_U.upper >= rth_input) &% rtb_inputGElower)) {
Conditions analyzed: ¢ X
S-Function Description:  True | False { Decisions analyzed:
i - 51 ] 1{ (slvnvdemo_counter_U.upper >= rtb_input) &8 rtb_inputGElower) 50%
al07<( 5 5 |
i false 51451
s !
artl | ] 50 § T o/51
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Highlight And Explore Coverage Results On Model

Simulink
4>u%D > 1
S (U)4>+ S |

> Coverage: k. m engine + impeller

inertia

SubSystem block "Engine"

Execution 100% (4/4) Saturation on integer overflow 50% (2/4)

e

Stateflow
it uP ‘:
— M i
= —2 P :
DOWN DOWN j
== i

Highlighting shows you missing coverage
« Green is full coverage
* Red shows missing coverage

|
_ ol 14
A UP was never true.
/ [speed < up_th]

Transition "UP" from "third" to "fourth”

- Coverage Display Window

Quickly see detailed coverage
results for object

@\ MathWorks:
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Coverage Reports For Analysis,

Summary
Model Hierarchy/Complexity Test1
Relational Saturation on
Decision Condition MCDC Execution Rocisiess integer
L. sldemo_fuisys 80 34% wm 545 = Details
2. jas Dynamucs 13 71% wemmes NA
3. g — 1. Model "sldemo_fuelsys"
4 2 100% we—— NA
; i S Child Systems: Engine Gas Dvnamics. Throttle Command. To Controller. 1
6.......Throttle & Manifold 10 73% wemm—m— NA Metric Coverage (this object) Coverage (inc. descel
7. ... Intake Manifold 2 100% wee——— NA 3. 3
N ) ) Cyclomatic Complexity i 80 .
Bictin 2 100% we— N3 Condition NA 34% (11/32) conditior
o ... Thiottle S 3% s NA Decision NA 34% (41/122) decisior
MCDC NA 7% (1/14) conditions 1
Lookup Table NA 1% (13/1511yinterpol:
Execution NA 90% (64/71) objective
Relational Boundary NA 10% (5/30) objectrve «

Saturation on integer overflow NA

50% (10/20) objective

Summary section provides quick overview of results

Detailed metrics are reported for each object including

Decision, Condition, MCDC and more

Easily navigate to model or code from report

Logic block "Logicl"

Tustify or Exclude
Parent:
Uncovered Links:

Metric

Cvclomatic Complexity
Condition

MCDC

Execution

Conditions analyzed

5

Reviews And Documentation

— M
—

+ o0 g i

J’ j enable_integration

eration

Idemo_fuelsys/fuel_rate_control/airflow_ecalc

Coverage

0

75% (3/4) condition outcomes

50% (1/2) conditions reversed the outcome
100% (1/1) objective outcomes

Description

True || False

input port 1

199521 || 480

input port 2

200001

MC/DC analysis (combinations in parentheses did not occur)

Decision/Condition
expression for output
input port 1

input port 2

True Out False Out

TT FT
T (TF)

@\ MathWorks
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Verification and Validation Tasks and Activities

Test Generation
for Coverage

= Automate manual task of writing test-cases and test inputs
— Intelligent determination of input combinations for high coverage

= Formal methods based test generation
— Analyze design, states, logic paths in the design model

Product: Simulink Design Verifier

=~
R

Model used for
production code
generation
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Addressing Missing Coverage

Partial Coverage

sssssssssss

felecto Lat:
wng: (down_thusp_Ih] = cals thigearshrottie)
10| speed . pond <down vl
e e s
0 p{f =t - N
e i) v
ol gear {
10 2 ¢ lsooea> down |
5| ot F <
h
o afier(TWAIT lick
5 speed <= down 1]
) it
0 04 02 04 05

Time [5:8!:]

Test Cases
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Addressing Missing Coverage

Partial Coverage

| — —

a: (dowa_thup_th] = cais_thigearthr
10 speed el linia e ‘_‘
0 - " ‘
-10 / 'K\ NS ~.‘
1o ; [smoed > down_th]
- throttle 5 speed > down_th was never true.
"
; aftor( TWAIT lic aftar( TWAIT tick
spaad <= down_t] peed >= up_th
-5
o 01 0.

03 04 X
Time (sec) Simulink Function
gown_th.up_th] = cale_th(gear.hrattie}

o
_i—r
$

sssssssssss

Test Cases

Test
Generator

Simulink Design Verifier
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Addressing Missing Coverage

New Test Cases Partial Coverage

——= — - h—o

- 3 | SS— e

sssssssssss

ML—I—I_,—‘_ e me— g
1 cpeed = -
[ > v )
o » % - = - { | _/ '&\ Asedic e thl
i . u § . pmstronca]

| speed > down_th was never true.
e (TWAIT ik

Time (sec) Simulink Function
gown_th.up_th] = cale_th(gear.hrattie}

Test Cases

Test
Generator

Simulink Design Verifier

@\ MathWorks
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Addressing Missing Coverage

New Test Cases

Full Coverage

4\ MathWorks

sssssssssss

Test Cases
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Automatically Address Missing Coverage

Generate additional tests automatically using Simulink Design Verifier from
within the Test Manager to increase coverage

v AGGREGATED COVERAGE RESULT
ANALYZED MODEL REPORT CO.. DECISION C +
|@ simulinkCruiseAddRegExample A 31 50% mm 41% 25% m

+ Add Tests for Missing Coverage | $R Export
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Verification and Validation Tasks and Activities

Equivalence Testing Product: Simulink Test

PIL — Processor in the Loop

SIL — Software in the Loop (back to back testing)

(prevention of unintended
functionality) 0000 e==mmTTETTmms=ao ——

Model used for - i
: Generated Object
generation
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Software In the Loop (SIL) Testing

‘E

Model

Embedded
Coder

m Test
Vectors

Show equivalence, model to code
Assess code execution time
Collect code coverage

Desktop Simulation

(on PC)

4

m Results

PC
, Generated Compiler e [
Code
Object Code )
Execution (on PC) ———
Compare (
o~ (
=\==?/: —  Results |
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Processor In the Loop (PIL) Testing

‘E

Model

Embedded
Coder

m Test
Vectors

@\ MathWorks

Verify numerical equivalence
Assess target execution time

Collect on target code coverage

Generated

Desktop Simulation

(on PC)

4

m Results

Cross
Compiler

v

Code

Compare

Execution (on target)

\ 4

Object File

Object Code

Il

1

Results

° |
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MathWorks V&V Solution Summary

Requirements

<4\ MathWorks

Standards Compliance

Testing

Formal Verification

Coverage Analysis

Static Code Analysis

SIL, PIL
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MathWorks V&V Product Capabilities

RERUIEMENE Simulink Requirements* (New in R2017b)

<4\ MathWorks

SEEEEERSREEUEY  Simulink Check* (New in R2017b)

Testing

Simulink Test

GV i link Design Verifier

Coverage Analysis Simulink Coverage* (New in R2017b)

Static Code Analysis Polyspace Bug Finder, Polyspace Code Prover

SIL, PIL

Simulink Test

* Customers with Simulink V&V licenses will automatically receive these new products
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Qualify Tools using IEC Certification Kit —
for ISO 26262, IEC 61508, and related standards TUV\

= Qualify tools, including

Embedded Coder
Simulink Check
Simulink Coverage
Simulink Design Verifier
Simulink Test
Polyspace Bug Finder
Polyspace Code Prover

= Support standards, including

ISO 26262 (Automotive)
IEC 61508 (Industrial)
EN 50128 (Rail)

IEC 62304 (Medical)

KOSTAL Asia R&D Center Receives ISO 26262 ASIL D
Certification for Automotive Software Developed with

Model-Based Design

Kostal's electronic steering column lock module.
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Customer References and Applications

Korean Air Speeds UAV Flight Control Software Development
and Verification with Model-Based Design

Korean Air designed and simulated flight control laws and operational
logic, generated and verified production code, and conducted HIL
tests.

Continental Develops Electronically Controlled Air Suspension
for Heavy-Duty Trucks

Continental AG used MathWorks software to design a level and roll
control system for heavy-duty, 40-ton trucks.

Chery Enables In-House Development of Engine Management
System Software with Model-Based Design

Chery decreased cost and accelerated development time by
modeling, simulating, testing, and generating production code for its
EMS software in-house.

Lear Delivers Quality Body Control Electronics Faster Using

Model-Based Design

Lear Delivers Quality Body Control Electronics Faster Using Model-

Based Design 61
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Key Takeaways

After Lunch:
SEALF

o
M

SW AlZ| A
E|ABR=—==

- Simulink Test

1. Find defects earlier S

2. Automate manual verification tasks O H|= xbxt

3. Reference workflow is supported by V&V tools and conforms to safety

standards
Component and system Equivalence
testing B —— testing e m———— ——
” - ~ Review and static ,-\~\ ,a”,——~~Equwalence _ ‘N\
v \ analysis { RN V ¥ \‘ checking \
Model used for .
Textual ‘ Executable - - ‘ Generated ‘ Object code

Requirements Specification PIELIEIEn CRek C/C++ code

Modelling

generation
Code
Generation

Compilation and
Linking
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Thank You!

NS C

4\ MathWorks'
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Appendix

4\ MathWorks
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Learn More:

MathWorks Release 2017b: Prerelease Information (June

2017)

4\ MathWorks-
MathWorks Release 2017b:

Prerelease Information (June
2017)

&

Tnal software

Contact sales

Ome product has a icense-related change in R2017b. Te use the latest version of this product, you must
have a subscription to MathWorks Software Maintenance Semvice as of R2017b.

Simulink Verification and Validation

Az of R2017b, Simulink Verficafion and Validation ™ will fransition into three products: Simulink Check™,
Simulink Coverage™ . and Simulink Reguirements ™

* Reguirements traceability and Requirements Management Interface (RMI) functionality have moved to
the Simulink Reqguirements product

* Model and generaied code coverage funclionality. and component verification funclions such as
sivnvmakeharness, have moved fo the Simulink Coverage product

= Compliance checking, model metrics, clone deteclion and refactoring, and model fransformer
functionalily have moved fo the Simulink Check product.

Simulink Check, Simulink Coverage, and Simulink Regquirements will each require MATLAB" and Simulink”,
but do not have a dependency on each other. Simulink Design Verifier™ , which required Simulink
Verification and Validation, requires both Simulink Check and Simulink Coverage

4\ MathWorks'
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Learn More:

MathWorks Release 2017b: Prerelease Information (June

2017)

If you are

Subscribed to Software Maintenance Service as of
R2017b for Simulink Verffication and Validation

Mot subzcribed to Software Maintenance Service as
of R2017b for Simulink \Verification and Validation

License{s) will be updated to include the following
products at no initial cost:

Simulink Check
Simulink Coverage
Simulink Requirements

They will appear on future Software Maintenance
Service renewal invoices.

License(s) will be updated to include the following
products at no initial cost:

Simulink Check
Simulink Coverage
Simulink Requirements

You will need to renew your Software Maintenance:

Service subscription to access the updated products.

&\ MathWorks
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